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Introduction

Operating System (OS)
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What happens when a program runs?

* A running program executes instructions

The processor fetches an instruction from memory

The processor decodes it (i.e., figures out which instruction this is)
The processor execute it

The processor moves on to the next instruction, until the program
finally completes

> wn =

Central Processing Unit

Control Unit

Arithmetic / Logic Unit

Regiters
[ AC ][ MAR ][ MDR]

Input |
Device




Operating System (OS)

* Operating System (OS)
« Make it easy to run programs
* Allow programs to share memory
 Enable programs to interact with devices

‘ OS is in charge of making sure the system operates
correctly and efficiently




Operating System (OS)

- OS is in charge of making sure the system operates
correctly and efficiently
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Virtualization (7}&2h

 OS takes a physical resource (e.qg., the processor, memory, or
a disk)

 Transform a physical resource into a more general, powerful,
and easy-to-use virtual form of itself

« System calls

« OS provides some interfaces (APIs)
- Running a program, allocating memory, or accessing a file
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Virtualization

* The OS manages resources (CPU, memory, and disk)
* The OS allows

« many programs to run (thus sharing the CPU)

« many programs to concurrently access their own instructions and
data (thus sharing memory)

e many programs to access devices (thus sharing disks)
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Virtualization (CPU)

1 #include <stdio.h>

2 #include <stdlib.h>

3 #include <sys/time.h>

4 #include <assert.h>

5 #include "common.h"

6

] int

8 main (int argc, char *argv([])

9 {

10 1f (argc !'= 2) {

11 fprintf (stderr, "usage: cpu <string>\n");
12 exit (1) ;

13 }

14 char *str = argvl[l];

15 while (1) {

16 Spin (1) ;

17 printf ("%s\n", str);
18 }

19 return O;

20 }

<cpu.c>
12



Virtualization (CPU)

prompt> gcc -o cpu cpu.c -Wall
prompt>./cpu "A"

A >>>

prompt>

“Control + ¢" = You can halt the program
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Virtualization (CPU)

* Running many programs at once ...

prompt>./cpu A & ./cpu B & ./cpu C & ./cpu D &
[1] 7353
[2] 7354
[3] 7355

[4] 7356 . . .
A Virtualizing the CPU!

- The illusion that the system has

>DOOO®@®m>O0O™
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Virtualization (Memory)

1 #include <unistd.h>

2 #include <stdio.h>

3 #include <stdlib.h>

4 #include "common.h"

5

7 int main(int argc, char *argv|[])

8 {

9 if (argc !'= 2) {

10 fprintf (stderr, "usage: mem <value>\n");

11 exit (1) ;

12 }

13 int *p = malloc(sizeof(int)); // al: allocate some memory

14 assert (p != NULL);

15 printf (" (%d) address of p: %08x\n", getpid(), (unsigned) p);
// a2: print out the address of the memory

16 *p = atoi(argv[l]); // assign value to addr stored in p

17 while (1) {

18 Spin (1) ;

19 *p = *p + 1;

20 printf (" (%d) p: %d\n", getpid(), *p); // a4

21 }

22 return 0O; 15

23 } <mem.c>



Virtualization (Memory)

prompt>./mem 1

(2134) address pointed to by p: 0x200000

(2134) p: 1 B4 p7h EEE 022 F4: 0x200000
(2134) p: 2

(2134) p: 3

(2134) p: 4

(2134) p: 5

“C
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Virtualization (Memory)

* Running the program (mem.c) multiple times

prompt>./mem1 & ./memb5 &

[1] 24113

[2] 24114

(24113) address pointed to by p: 0x200000
(24114) address pointed to by p: 0x200000
(24113) p: 1

(24114) p: 6

(24114) p: 2

(24113) p: 7

(24113) p: 3

(24114) p: 8

(24113) p: 4

(24114) p: 9
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Virtualization (Memory)

* Running the program (mem.c) multiple times

prompt>./mem1 & ./memb5 &

[1] 24113

[2] 24114

(24113) address pointed to by p: 0x200000
(24114) address pointed to by p: 0x200000

(24113) p: 1

(24114) p: 6

§§311;‘; " Virtualizing memory!

(24113) p: 3 - T2 (/mem)=0| &2 physical memory _
24114) p: 8

Bie £ ZR3HE 20| Obd, 221 private memory S
(24114) p: 9 JER D Q= ZiN = EOIE|-
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Virtualization (Memory)

« Each process accesses its own private virtual address space
(Virtualizing memory)
« The OS maps address space onto the physical memory

« A memory reference within one running program does not affect
the address space of other processes

 Physical memory is a shared resource, managed by the OS
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Concurrency (SA|‘8)

1 #include <stdio.h> .
2 #include <stdlib.h> 23 loops = atoi(argv([l]);
3 #include "common.h" 24 pthread_t Plf P27
4 25 printf ("Initial value
5 volatile int counter = 0; sd\n", counter);
. 26
6 int loops;
7 277 Pthread create (&pl, NULL,
8 void *worker (void *arg) ({ worker, NULL);
9 Cat i 28 Pthread create (&p2, NULL,
10 for (i = 0; i < loops; i++) { o worker, NULL);
11 counter++: 29 Pthread join(pl, NULL);
17 } ' 30 Pthread join (p2, NULL);
13 return NULL 31 printf ("Final wvalue
14 ) , $d\n", counter);
15 32 return 0;
16 int 33
17 main (int argc, char *argv([]) <thread.c>
18 {
19 1f (argc != 2) | . . el o
20 7 forintf (stderr - Thread: a function running within the
"usage: threads <value>\n"); SdMe Memory space.
21 exit (1); 20

N
N
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Concurrency

* Joops determines how many times each of the two workers
will increment the shared counter in a loop

* Joops. 1000

prompt> gcc -o thread thread.c -Wall -pthread
prompt> ./thread 1000

Initial value : 0

Final value : 2000

* Joops. 2000

prompt> ./thread 100000

Initial value : O

Final value : 143012 // huh??
prompt> ./thread 100000

Initial value : O

Final value : 137298 // what the??
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Concurrency

* Increment a shared counter - take three instructions
1. Load the value of the counter from memory into register.
2. Increment it
3. Store it back into memory

e Three instructionsO| 0] (atomically) &2 24 £/ A 2440,
oz HAHEIL > 5, 57 e

 Problem of concurrency happen
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Persistence

« Devices such as DRAM store values in a volatile (3|2 =&,

« Hardware and software are needed to store data persistently
(E7HOR)
 Hardware: 1/0O device such as a hard drive, solid-state drives(SSDs)

 Software:
* File system manages the disk.
* File system is responsible for storing any files the user creates.
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Persistence

 Create a file (/tmp/file) that contains the string "hello world”

 open(), write (), and close () system calls are routed to the part of OS called
the file system, which handles the requests

1 #include <stdio.h>

2 #include <unistd.h>

3 #include <assert.h>

4 #include <fcntl.h>

5 #include <sys/types.h>

6

7 int

8 main (int argc, char *argv([])

9 {

10 int fd = open("/tmp/file", O WRONLY | O CREAT
| O TRUNC, S IRWXU);

11 assert (fd > -1);

12 int rc = write(fd, "hello world\n", 13);

13 assert(rc == 13);

14 close (fd) ;

15 return O;

16 } 24



Persistence

« What OS does in order to write to disk?

* Figure out where on disk this new data will reside
- Issue 1/0 requests to the underlying storage device (7|2 M%& & X))

* File system handles system crashes during write.
 Journaling or copy-on-write
« Carefully ordering writes to disk
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Design Goals

* Build up abstraction (=virtualization)
« Make the system convenient and easy to use.

» Provide high performance (‘83)
« Minimize the overhead of the OS.
« OS must strive to provide virtualization without excessive overhead.

* Protection between applications
e |solation: Bad behavior of one does not harm other and the OS itself.
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Design Goals

- High degree of reliability (M Z|’d, 2I’87d)
* The OS must also run non-stop.

 Other issues
 Energy-efficiency

* Security
« Mobillity

27



