Limited Direct Execution

Operating System (OS)
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How to efficiently virtualize the CPU with control?
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Direct Execution

e Just run the program directly on the CPU.

oS Program

1. Create entry for process list

2. Allocate memory for program
3. Load program into memory

4. Set up stack with argc / argv
5. Clear registers

6. Execute call main ()

/. Run main ()

8. Execute return from main ()
9. Free memory of process
10. Remove from process list
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Recap: Process Creation

1. 2% AEE W 220 2E(load)oto] ZRMH A F4
Z7of| By X
. %%1%% XS0 Ml 75t HAl(executable format) 2 2 C| A0
« X7|(E£ theth OosE 28 10| é*l(ea%er ) TAERASH, =,
2 19 ATes| 0| BHH0| BE A9 HojE =&
» AL OSE X|H(lazily) 2= 2HS —?3”, S ZE0H A T 8B
got AELF HO|HZ AWM £ E->Paging & Swapping
2. TZZO| run-time stack=2 et HZE2E ST
» Stack /ocal variables, function parameters, and return address= X

got7| 2ol &&
e Initialize the stack with arguments
* argc and the argv array of main () function



Process Creation

3. ZZ21EO[ heap &g
« Heap2 & M 22| &% (dynamic memory allocation)2 I8 AtE

* Program request such space by calling malloc () and free it by
calling free ().

4. Os= Y=H (/0) 28 =¥
« 2} process= 7|22 Z M 719 file descnptors(standard input,

standard output, and standard erron S 7tZICH (Unix AIAE“OHH)
Persistence

5. Start the program running at the entry point, namely
malin ().

» The OS transfers contro/ of the CPU to the newly-created process. -,
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Problem

e |[ssue 1

 User can do wrong thing.
« What if?

int *1 ;

1 =20

*1 =1 ;
* Issue 2
 Getting the control back from CPU is not easy.
« What if?

i = -1 ;
while (1 <0)

do something;



Problem1: Restricted Operation
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o Solution 2: Protected control transfer AF&
« User mode: Application= StE O] Xt&0f| Ciet HA| HZ 0| Bl
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Key Concept of System Call

* Trap?

« User code = Kernel mode
» TrapO| Edst= & Q17

* Interrupt (external interrupt)

 Exception (internal interrupt)
 System call (Software trap)




Key Concept of System Call

 Trap instruction
int n

« EH 2 (privilege leve)2 HE EEE &S
- Kernel stackOl| Register 4f= X% (eip, cs, eflags, esp, ss)
 KernelO| M SEX|E &F
. BlE 25K 2 Y
« AM2E =22 ?let AHEE B 0x64 @ xv6, 0x30 @Pintos
* €0. int 0Ox64

* Return-from-trap instruction
« S =St user program2 E £

- E3 Y (privilege level)& user model 2 Y&
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What code to run in trap?

- trap handler: ZF interrupt number (trap number)0f| CHof HdHE T E

 Trap table
« Trap handler% | FAE XMUSHE Table
- SIEQ0{= Al O |trap tablel| ¥X|E L&l
. Trap table2| -r|7<|§ 2 ™85t= HHO = privileged instruction &
- &, ol HHO = user modeOf| A AT = QI3
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OS @ boot
(kernel mode)

Limited Direction Execution

Hardware

initialize trap table

OS @ run
(kernel mode)

remember address of ...
syscall handler

Hardware

Program
(user mode)

Create entry for process list
Allocate memory for program
Load program into memory
Setup user stack with argv
Fill kernel stack with reg/PC
return-from -trap

restore regs from kernel stack
move to user mode
jump to main

Run main()

Call system
trap into OS

12



Limited Direction Execution

OS @ run Hardware Program
(kernel mode) (user mode)

(Cont.,)

save regs to kernel stack
move to kernel mode
jump to trap handler
Handle trap
Do work of syscall

return-from-tra
P restore regs from kernel stack

move to user mode
jump to PC after trap

return from main
trap (via exit ())
Free memory of process
Remove from process list
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Problem 2: Switching Between Processes

« OS7F CPUL| MU H= CiA| 215510 processg &t
(Switching)ot= ZE 27
A cooperative Approach: Wait for system calls
« A Non-Cooperative Approach: The OS takes control
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A cooperative Approach: Wait for System calls

* Process= yield 1} Z2 System call2 23S0 FI7|HOZ
CPU A2 = L 7|

 The OS decides to run some other task.

« Application also transfer control to the OS when they do something
illegal.
« Divide by zero
* Try to access memory that it shouldn’t be able to access

* E.g., Early versions of the Macintosh OS, The old Xerox Alto system

é )

Process’/} 5ot £ (infinite |00p)0'“ Hip X1 CfEH 2
- Reboot the machine!
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A Non-Cooperative Approach: OS Takes Control

A timer interrupt

 During the boot sequence, the OS start the timer.

« The timer raise an interrupt every few milliseconds.

e Interrupt/} H-ACHH?
« X A S92 process 7t Al ‘X[ (Suspended) = Cf.
* Process2| &ENE MBI LISO| CHA| e = A5 &
« OS9| Interrupt handler?} &2l =ICt

~

A timer interrupt gives OS the ability to
run again on a CPU (takes control)

o
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Timer Interrupt

. Programming the timer interval
« CPUZF 7|82 2 interruptE Zdst=EE 478
* Single CPU: PIT (Programmable Interval Timer)

« Multiple CPU: APIC(Advanced Programmable Interrupt Controller)

« LAPIC: Local APIC per processor
1O APIC on system bus

// timer

while (1)
1 = INTERVAL ;
while (--1 > 0) ;
ralse 1nterrupt ;
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Saving and Restoring Context

» Scheduler makes a decision:
« ¥l process & A& HHLKX|, E= CHE process 2 H2ALX|E 278
o« OI9F CFE process 2 M2i6t7|2 AP E[H, OSE= Context Switch& &
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Context Switch

« Context Switch =& 1}
CSIT A SOl TRN A AEH K E
« X EEM|AC| CPU Register 4t (PC, ESP General purpose registers &)=
Kernel StackOl X%

« X ZZ M| 22| PCB (Process Control Block)0l sii{E MEE | O0|E
. M2 Z2H A0 AE =

« OS7t CtS Mgt =2 A E ZH (Scheduler)

- ME22 ZEM A0 PCBO|M CPU B[ X|AH 4 &

- o= =N A2 kernel Stack= EE3t ()
- CPUMOEE MER2 ZEMLE B4

« User modeZ &7 > ME2 ZZ M| A A
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Limited Direct Execution Protocol (Timer interrupt)

OS @ boot

H
(kernel mode) ardware

initialize trap table
remnember address of ...

syscall handler
timer handler
start interrupt timer
start timer
interrupt CPU in X ms

OS @ run Program
(kernel mode) Hardware (user mode)
Process A

timer interrupt

save regs(A) to k-stack(A)
move to kernel mode
jump to trap handler
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Limited Direct Execution Protocol (Timer interrupt)

OS @ run Program
(kernel mode) Hardware (user mode)
(Cont)
Handle the trap
Call switch() routine
save regs(A) to proc-struct(A)
restore regs(B) from proc-struct(B)
switch to k-stack(B)
return-from-trap (into B)
restore regs(B) from k-stack(B)
move to user mode
jump to B's PC
Process B
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The xv6 Context Switch Code
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# void swtch (struct context **old,

#

# Save current register context in old
# and then load register context from new.

.globl swtch

swtch:
# Save old registers
movl 4 (%esp), %eax
popl 0 (%eax)
movl %esp, 4 (%eax)
movl %$ebx, 8 (%eax)
movl %ecx, 12 (%eax)
movl %$edx, 16(%eax)
movl %$esi, 20 (%eax)
movl %$edi, 24 (%eax)
mov]l %ebp, 28 (%eax)
# Load new registers
movl 4 (%esp), %eax
movl]l 28(%eax), %ebp
movl 24 (%eax), %edi
movl 20 (%eax), %esi
movl 16 (%eax), %edx
movl 12 (%eax), %ecx
movl 8 (%eax), %ebx
movl 4 (%eax), %esp
pushl 0 (%eax)
ret

H= o o e

=

struct context *new) ;

put old ptr into eax
save the old IP

and stack

and other registers

put new ptr into eax
restore other registers

stack is switched here
return addr put in place
finally return into new ctxt
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Worried About Concurrency?

« What happens if, during interrupt or trap handling, another
Interrupt occurs?

 OS handles these situations:
* Disable interrupts during interrupt processing

« Use a number of sophisticated locking schemes to protect
concurrent access to internal data structures.

23



